ELECTRO MAGNETI C PULSES

I magine a very bright flash in the sky! No one is hurt. But, your transistor
radio stops playing, your car won't start, the tel ephone doesn't ring,
lights stay off, and we find ourselves in the stone age!

THE devel openent of nodern hi gh-tech sem conduct or devi ces have paralleled
unsettled relations between the nations of the world with resulting technol -
ogi cal advances affecting the lives of every citizen of North America. Com
nmuni cati ons have been nade faster, autonobiles nore fuel-efficient and

mai nt enance-free, TV sets, video-tape recorders, and virtually every other
pi ece of el ectronics equi pmrent have been inproved by the advent of the

sem conductor and its high-tech advancenents. The relationship between

nucl ear weapons and the recent el ectronics advances may seem uncl ear, but

a nucl ear attack on the North Anerican continent could make that rel ationship
gl ari ngly apparent.

ALL nucl ear expl osi ons produce el ectromagnetic pul ses (EMP s) and the ensuing
i nduced vol tages and currents produced in conductors ( wires and cables ) are
conmparable in strength to the strongest of lightning bolts. EMP's nmay reach 3
mllion volts and 10, 000 anperes for a total of 30-billion watts of energy.
The | argest commercial radio stations in the U S. and Canada radi ate 50, 000

watts, or approximtely one-mllionth that nuch power! The najor difference
between EMP' s and lightning is that EMP's are induced sinmultaneously over

an entire wide area, while lightning occurs at a single |location

Si gni fi cance of the Probl em

THREE t en- megat on t her nonucl ear weapons detonated 250 mles ( 400 kil ometers )
above the United States or Canada woul d produce EMP's strong enough to knock
out the entire electrical power grid of North America including the entire
civilian-tel ephone network, and just about every broadcast station.

Virtually every piece of unprotected electronic equipnment in the country

-- radios, TV sets, conputers, electronic controls in hones, office build-
ings, factories, cars, airplanes, and instrunents in hospitals -- would be
damaged, if not destroyed. The pul ses would al so damage or destroy | arge
portions of the mlitary command's control and conmmunication (C3) system
A chain reaction could be set in notion at nuclear power plants, due to el ec-
tromagnetic pul ses. Although it is a point that is frequently disputed, the
possibility exists that reactor core neltdowns mght occur as a result of
EMP's. The neltdowns woul d be a by-product of electronic control system
failure. The control systens are used to nonitor and control the processes at
the plants. The EMP's could cause the systemto fail and result in partial or
complete loss of control over vital functions, causing subsequent nelt-

downs. We know that those nuclear plants are designed to be fail safe,

but has anyone considered the possibility of every circuit breaker in a

plant failing at the sane instant?

Characteristics of EMP' s

AT an altitude of 250 miles, the gamma rays produced in the first few nano-
seconds ( billionths-of-a-second ) of a nucl ear explosion can travel hundreds
of kilometers before colliding with electrons in atnospheric nol ecul es.

That kind of collision may take place in a region 2,000 niles in dianmeter and
6-mles thick. Electrons are accelerated by those collisions, a phen-

onenon referred to as the Conpton effect; and upon reaching the earth's
magnetic field, they set up el ectromagnetic pul ses that radi ate downward
toward earth (Fig.1). Due to the extrenely large area of collision, vast



anmpbunts of ground area are exposed to el ectromagnetic fields with strengths
up to 50,000-volts per neter. The ground area exposed to el ectromagnetic
pul ses could cover the entire continental United States and nost of

Canada by one nuclear blast; if not, certainly |large regions such as New
Engl and woul d be electrically and el ectronically devast at ed.

FIG 1 -- Electrons set into notion by gamra rays from a nucl ear explosion in
space Wl | produce enornous el ectronotive pul ses (EMP's) when the negative
charges enter the Earth's nagnetic-field. It is estimated that the idea

hei ght for such an expl osion should be 250 niles above the Earth's surface.
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THE effects that el ectronmagnetic pul ses would have on a mass of circuitry are
difficult to predict because the interactions are conplex. But, the nore
conpl ex the conponents, the easier they are to danage. Power |ines are one
avenue for EMP damage, and a conpany nmaking a shielded tubing to go over
power and signal carrying conductors obviously had EMP in mnd when they
invented their "Zi ppertubing". That covering acts as a partial shield

to EMP' s.

FOR each conponent, damage would cone fromthe internal pickup of the circuit
itself, as well as surges fed to it by all other attached conductors (power
lines, other circuits,and netal parts). ANOTHER concern is that generators and
nmotors with their numerous internal w ndings of copper wire could be

rendered useless in an EMP attack; and wi th subsequent inoperative water
punpi ng stations, desert popul ation-centers could persih. In the dead of
winter, notors in heating units would be destroyed and the chilling freeze in
the northern portions of the North American continent would bring those

areas to a standstill. Food and fuel shipnents would halt because fusible
links and el ectronic ignitions would be destroyed in cars and trucks. It's
difficult to conceive a fanm |y anywhere on the continent not suffering extrene
har dshi ps.

THE nore conpl ex the el ectronics conponents, the nore vul nerabl e they

are to electronagnetic pul ses. Hardness describes the vulnerability of an
electrical device and it is best for old-style vacuumtubes, less for sem -
conductors, and even less for mcrocircuitry. It would take 100 tines

nore EMP energy to danage the tubes than integrated circuits. Computers

may be upset through nenory erasure with 100 tinmes | ess energy than



required to damage integrated circuits; refer to Fig. 3. Aircraft in the air
and parked on open surfaces woul d be di sabl ed, because el ectronics controls
the crafts' flight instrunents and control surfaces.
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HARDENI NG of el ectroni cs comuni cati ons equipnent is vital to the mlitary,
and, to a lesser extent, the civilian populace. The Departnent of Defense
has established an El ectromagnetic Conpatibility Program (EMCP) to ensure
that all mlitary Conmunication-El ectronic (CE) equi pment subsystens, and
systens are protected fromelectronagnetic interference of all kinds.

That programwas inplenented to ensure that el ectromagnetic conpatibility is
nmai nt ai ned t hrough desi gn, acquistion, and operational phases. Numerous sem -
conduct or manufacturers now produce what are called "radiati on-hardened"”
integrated circuits, just for that reason

THERE are three major design criteria which nust be consi dered when hardeni ng
agai nst EMP s. They are cost, the equipnment's ability to survive EMP, and
failure rates of the shielding conponents.

COST includes both installation and nai ntenance. Some protection practices,
such as shielding the entire comunication site, nay be attractive froma
technical point of view, but are inpractically expensive.

THE el ectronic equiprment's ability to survive an EMP attack nust be measured
in order to determ ne how nuch EMP protection is needed. A testing device
for measuring the radi ated el ectromagneti c susceptibility of an el ect-

ronic device is a Transverse El ectromagnetic Mdde (TEM cell. A TEM cel
consists of a group of electronic instrunments and a special speci nmen hol der
that sinulates an environnent of free space. The TEMcell is used for per-

form ng el ectronmagnetic interferencel/el ectromagnetic conpatibility (EM/EM)
nmeasur enments and eval uating protection devi ces.

Shi el di ng Met hods

IN order to predict the effect of an el ectromagnetic pul se on electronic
equi prent, it is necessary to assess the environent. The structures housi ng
the el ectronic equi pnent are nmade in various shapes and sizes, and are con-



nected to the outside world by conductors such as utility lines and pipes,
communi cation |ines, and access and ventilation structures.(Refer to fig.5)
That conbi nation of criteria makes the exact determ nation of the interaction
of an EMP with such a variety of structures extrenely difficult. However,
for conplex systenms, it is convenient to have several |ayers of shielding.
(Refer to Fig. 6).
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Fig. 6 -- Mire than one shield can
be used to secure the environnent of:



the machi nery and el ectronic mat-
erial contained within a building.
The building can provide the initial:
shi el d. Shielded roonms or netal cab-:
inets may provide a second shi el d.

A third shield (not diagranmmed)

woul d protect entry cables from
violating the shiel ded area of

zone 3.

A structure conposed of a great deal of nmetal is well shielded against el ectro-
magnetic pul ses, while a building nade primarily of wood is virtually un-
shi el ded agai nst EMP's. Continuous, closed sheet-netal shields are, by far,
the nost effective electromagnetic shields. It is inperative that the in-
ternal environnment of zone 1 be connected to the outside world. That fact
nmakes a cl osed sheet-netal shield inpossible. Aperatures in shield 1

create a special problemin protecting communication sites from EVMP penetra-
tion.

THE el ectromagnetic field penetration depends on the aperature size. If a
given area of wall opening is subdivided into ten small openings having
the sanme total area, the penetrating EMP fields at an interior point will be

1/ SQR(10) as large as for a single |large opening of the sanme total area.
(Refer to Fig. 7).

Therefore, it is better for a structure to have nore snall openings than
just a few | arger openings.

A common treatnment for such openings is to cover themw th a conducting
screen or mesh so that the large opening is converted to a multitude of

smal | openings, or use a glass inpregnated with nmetal. That gl ass, despite
having nmetal in it, offers approximtely the same degree of visual att-
enuation or lack of clarity as |ooking through a screen door fromw thin the
house.
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Fig. 7 -- The electromagnetic field :

penetration into a ported shield is :
m ni m zed by reducing the size of
the openings. In the diagramthe



open area of the port of the exanple:
on the right is equal to the sum of
the areas in the exanple at left.

The diagramclearly shows that the
penetration of an EMP is | ess when
equal areas are summed from severa
smal | ports.

Shields 2 and 3

THE second-1evel shield seperates the internal environnent fromthe sensitive

smal | -signal circuits within the electronic equi pment found within Zone 2.

Shi el di ng here may be acconplished by electrically grounding the netal cabin-

ets and equi pnent.

SHI ELD 3 involves the shielding of the interconnection of the equipnent. That

coul d invol ve el aborate design of interconnecting signal transm ssion |ines.
Fi beroptic signal transm ssion shows great prom se here because it is

not effected by any type of electromagnetic interference.

Hardening Aircraft and M ssles

GENERALLY, the EMP interaction with electrical systens inside structures such
as aircraft and m ssles depends upon a multitude of factors. Aircraft and

nm ssles usually have a nearly conplete netallic exterior covering that serves
as a shield fromelectromagnetic fields. However, that shield alone is

not enough protection agai nst el ectromagnetic pul ses.

M ssles and Aircraft are equi pped with conmputers that cannot be upset even for
an instant. They nust be partically well hardened.

AT the present tine, there is no agreenent on the nost effective ways to
harden aircraft and missles. Heavy shielding, |ike the type used at com

nmuni cation sites, is obviously inpractical because of the added wei ght that
the aircraft has to carry. Instead, EMP resistance is designed into the
aircraft's equipnent. One exanple of that would be in the area of circuit
design. Snall |oops nmake better antennas for EMP' s than short straight

lines; therefore, circuits are designed in tree or branching | ayouts rather
than in nore conventional circuit |oops.

I's Shielding Hel p on the Way?

IN the | ast decade, electronic devices have proliferated in all areas of our
lives. That influx of products has caused a problem Noise Pollution, or
EM/RFI ( el ectromagnetic/radio frequency interference). Over 80,000 cases

of noise pollution were reported to the FCC (Federal Conmmuni cati ons Conm ssion)
in 1982.

STRANGE as it may sound, the plastics industry is comng to the rescue with

pl astic el ectronic-equi pment encl osures specifically designed for both EM con-
tai nment and shielding. Ooviously, with EM s as an external disturbance, the
contai nment of a field is academ ¢, but the shielding froman outside field is
crucial. The paraneter describing that is Shielding Effectiveness (SE) and the
equation for shielding effectiveness is

SE=A+R

or shielding effectiveness equal s Absorbed plus Refl ected energy.



H GHLY conductive materials such as pure nmetal shields reflect approximately 99
percent of the energy and adsorb 1 percent. But plastics with netallic conp-
osite fillers, nmetallic paints and sprays, or even inpregnated w re meshes
still reflect 80 percent of the energy and absorb 20 percent. |If EMP's and the
di sturbing effects of electromagnetic fields still seemlike an abstraction or
a physicist's dream consider that event.

A manuf acturer of buses designed for city use had just delivered a fleet when
during a test drive, a problemwas discovered. After going over the top of a
hill, the driver tried to brake, only to discover he had no brakes until he got
to the bottomof the hill. Upon lIogical investigation of that problem field-
strength neters denonstrated that a | ocal television station had a | obe-shaped
radi ation pattern that intersected the hill's apex. The m croprocessor-
controll ed anti-skid braking systemon the bus had sensitive circuitry that
becane i noperative because of the TV signal. The bus, though, was nmade safe
by properly shielding the encl osure housing the electronics. Gaphite,

a noderately good conductor, is fabricated within |arge plastic sheets

for applications such as that.

IF a signal as small as that can effect circuitry that drastically, you can

i magi ne what an EMP could do and |ikew se you can see how cruci al EM
shielding is. But will EM shielding be universally inplenented into new

equi pnent ?

The Mlitary's |nvol venent

THE military is very concerned with EM» s. The Arny has established its

Aurora Tree test facility in Al delphi, Maryland. The Navy has the Casino and
Ganmbl e-2 x-ray enmitting facilities, but the Air Force probably has the nost
interesting project of all. It is the Trestle, after the railroad structure
it resenbles.

THAT 12-story (118 feet) high, 58-neter (200-foot) square deck is flanked by a
50-foot wi de adjoining ranp upon which aircraft to be tested are rolled up.
The Trestle can support aircraft weighi ng 550,000 pounds and is built

wi th one-foot by one-foot wooden columms using no nails or netal of any
kind. That |argest glue-lanm nated structure in the world uses 250, 000

wooden bolts to hold its six-mllion board feet of |unber together ---
enough for 4,000 frane houses. The structure at Kirtland Air Force Base,
New Mexi co cost approximately 58-mllion dollars.

THE Trestle has two 5-nmillion volt pulsers that discharge energy into

wire transm ssion lines surrounding the aircraft under test. Sensors
capture aircraft response signals and fiber-optic channels transmt

that sensor data to conputers for processing. The processing equip-

ment, though, naturally resides inside a very well shielded structure.

The B-52G s OAS (O fensive Avionics System) is one of numerous studies
directed primarily at testing the electronic hardening of mlitary

syst ens.

The Future

THE effects of EMP on our lives is beconing known to many on the North
American continent as it is being discovered by all the citizens of

the free world. Its political inplications are not the topic here,

but rather the facts in this article reveal to what EMP is and what it

can do to the technol ogical devices we rely on every mnute of the day.
The next tine a solar flare disrupts radi o communi cati ons around the world
for a few hours, or maybe a few days, recall that nman with one nucl ear

devi ce can outshine the danmage old Sol creates by many fold.



GLOSSARY OF TERMS

El ectroMagnetic Pulse (EMP): An electronmagnetic field of high
intensity and short duration that may be caused by a nucl ear
expl osi on.

El ectromagnetic Fi el d: A magnetic field produced by el ect-

ricity (the flowof current in a wire or electrons through a nmedi um
such as a vacuum). It is usually expressed in volts per neter.

El ectroMagnetic Conpatibility (EMC): The ability of an el ectronic device
to deal with el ectronmagnetic interference and function properly.

El ectroMagnetic Interference (EM): Any adverse effect on electronic
equi pnment due to an el ectromagnetic field.

Shi el di ng or Hardening: A nethod used to protect electronic devices
fromEM interruption or damage.

Witten: Art Reichert / March 21, 1988



